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A Method for Data Collection and Real-Time Anomaly
Detection of Lightweight Hosts
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Abstract: A new method for data collection and anomaly detection of hosts is proposed to focus
on the problems that the methods based on signature matching cannot detect unknown anomaly
and data collection agents occupy too many host resources. Intelligent mobile agents are employed
to perform data collection so that the number of collection agents is greatly reduced. In order to
achieve the goal of online anomaly detection, the principal component analysis method is
employed to reduce the dimension of the data, and the clustering method is used to mine the
abnormal events. The host anomaly detection method based on continuous time windows is
adopted to eliminate the influence of random outliers. Experimental results show that the
proposed method has lower computational complexity and higher detection accuracy, and for same
number of records the time complexity is reduced by more than 50% and the detection accuracy is
above 95% ., compared with conventional method. It is concluded that the method is suitable for
real-time detection of host anomaly.
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